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SC visits RC's Web site 



i 



301 



RC's Web server communicates data 
to be signed to SC's Web browser 



i 



302 



Data to be signed forwarded to SC's 
smartcard subsystem and signed 



303. 



Digitally signed data returned to 
SC's Web browser 
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SC creates and transmits to warranty 
request message to IP's TC 



IT 
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Invalid 



go to step 312 



IP's TC forwards warranty 
request message to IP's WM 



LT 
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308 



IP'S 

WM checks 
if warranty request 
for a permitted 
amount 



No 



go to step 312 



Yes 



309 



IP's 
WM checks 
if warranty request 
is for a permitted 
.claim period, 



No 



go to step 312 



Yes^ 

) 310 

IP's V 
WM checks if 
warranty request 
would cause any established^ 
warranty cap to 
be exceeded 



Yes 



go to step 312 




Fail 



312 

IP's WM denies warranty request and 
transmits reject message to IP's TC 



313 



I 



IP's TC signs reject message and 
forwards it to SC 
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Pass 



IP's WM logs terms of the requested 
warranty and transmits a proposed 
warranty message to IP's TC 



I 



314 



IP's TC digitally signs the 
proposed warranty message 
and forwards it to Root's TC 



IT 
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315 



Root's TC forward proposed 
warranty message to Root's WM 



316 



317 



Root's 
WM checks 
that warranty request 
is for a permitted 
amount 



No 



go to step 320 



Yes 



318 



Root's 
WM checks 
that the warranty 
request is for a 
permitted claim 
period 



go to step 320 
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Yes 



319 

Roofs 
WM checks 
whether request warranty 
v will cause any established, 
^warranty cap to be, 
exceeded 

No] 



Yes 



Root's WM logs terms of proposed J~ 



warranty, generates warranty ID, and 
updates IP warranty cap utilization 



324 



Root's WM generates a 
warranty confirmation message 
and transmits it to Root's TC 
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I 



Roofs TC digitally signs a 
warranty confirmation message 
and transmits it to IP's TC 
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IP's TC forwards warranty 
confirmation message to IP's WM 
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1i 



Roofs WM generates 
reject message and 
forwards it to Roofs TC 



321 



I 



Root's TC digitally signs 
reject message and 
forwards it to IP's TC 
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L. |p- 



I 



s TC forwards reject 
message to IP's WM 
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I 



IP's TC generates 
reject message and 
transmits it to SC 



IP's WM logs warranty 
confirmation message and updates 
IP's warranty cap utilization 
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IP's WM generates a warranty 
authorized and issued message 
and sends it to IP's TC 



Ir 



I 



329 



IP's TC digitally signs warranty 
authorized and issued message 
and transmits it to SC 
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I 



SC appends the signed warranty 
authorized and issued message to its 
digital signature and returns the signed 
transaction data to RC 
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1 . r 332 

RC prepares an OCSP request to J 



validate certificate of IP's TC. 



I 



RC transmits request 
to RP for validation 
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. ■ 1 r 334 

RC receives validation |j 

response from RP 
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RC files warranty claim with RP by transmitting 
WCRequest message to RP's TC 



701 



RC provides affidavit and 
written documentation to RP 



it 



702 



RP notifies IP and Root by transmitting 
WCNotification message to IP's TC and Root's TC 



LT 



I 



703 



IP's WM acknowledges receipt of warranty 
claim by transmitting WCResponse 
message to RP via IP's TC 

I 

RP's TC forwards 
WCResponse message to RC 
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705 



706 



Root's 
WM checks 



Not 



A i - Satisfied ^ 

.warranty claim amount^ ► 

,and expiration, 

date 



Satisfied 



Root's WM marks warranty as claimed 



Roofs WM release amount of claim 
from IP warranty cap utilization 
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Root places hold on IP collateral account 
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b 

Reject claim 



IT 



IT 
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Roofs WM acknowledges receipt and 

processing of claim by transmitting 
WCAck message to RP via Root's TC 
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712 



IP 

examines 
claim and supporting 
documentation and 
determines whether 
it will pay 
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IPdetermines not to pay 
claim and parties proceed 
to dispute resolution 



IP determines to pay claim and transfers 
sufficient funds to cover claim to RP for 
benefit of RC 
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Collateral agent calculates collateral value 



I 
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Collateral agent transmits calculated 
collateral value to Root 
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I 



Root calculates IP collateral amount 



if 
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904 



Root 
calculates 
delivery or return 
amount 



Return 
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IP requests return of 
collateral with value no 
greater than return amount 



Delivery 



IP delivers eligible collateral to collateral 
agent with value equal to delivery amount 
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warranty id / 
Authorized & issued 
Warranty 


Claim Amount & 
Currency Type 


Claim 
No. 


Date and Time 
(Timestamp) 


Message 
Code 
















1 


WCReauest 


XX 


XX 




XX 


X 






Only WarrantylD is 
used henceforth 










2 


WCNotifi- 
cation 


X 


X 


XX 


XX 


X 


2.1 


WCNotifi- 
cation 


X 


X 


X 


X 


X 


2.2 


WCResponse 


X 


X 


X 


XX 


X 


2.3 


WCResponse 


X 


X 


X 


X 


X 


3 


WCNotifi- 
cation 


X 


X 


XX 


XX 


X 


3.1 


WCNotifi- 
cation 


X 


X 


X 


X 


X 


3.2 


WCAck 


X 


X 


X 


XX 


X 


3.3 


WCAck 


X 


X 


X 


X 


X 


4 


WCResponse 


X 


X 


X 


X 


X 



Note: The messages 2 & 3 are sent concurrently 

The message 4 is sent only after receiving both messages 2.3 & 3.3 

X - Indicates data items incorporated from a prior message 

XX - Indicates data items added/updated by the sender of the message 
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